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ABSTRACT: Two problems dominate the operational life of a REST API once it reaches production scale: it is too
slow under load, or it fails ungracefully when something downstream is slow or unavailable. This reference works
through both problems in depth. The first half surveys caching as a layered discipline, covering HTTP caching
semantics, CDN and edge caching, API gateway caching, application-level patterns such as cache-aside and write-
through, invalidation strategies, distributed caching with Redis, and mitigation of cache stampede. The second half
surveys exception handling as an equally layered discipline, covering RFC 7807 structured error responses, timeouts,
retries with exponential backoff and jitter, the circuit breaker pattern, bulkhead isolation, and graceful degradation.
[lustrative figures throughout show request flows, state machines, and representative performance measurements, and
a worked reference architecture closes the practical portion of the material. The guidance is drawn from established
literature on HTTP, distributed systems, and production reliability engineering, and is framed for teams operating
REST APIs behind a gateway in a microservices environment.

KEYWORDS: REST APIs, caching, cache invalidation, CDN, API gateway, Redis, cache stampede, circuit breaker,
retry and backoff, bulkhead isolation, exception handling, RFC 7807, microservices, latency, throughput, load testing

L. INTRODUCTION

A REST API that works correctly in a staging environment with one client and a warm database cache tells an operator
almost nothing about how that API behaves at ten thousand requests per second with a cold cache and a degraded
downstream dependency. Performance and resilience are properties that only become visible under load and under
failure, and both properties are, in practice, engineered rather than discovered. This reference is organized around two
engineering disciplines that determine whether an API stays fast and stays available as load and failure both increase:
caching, which determines how much of the system's capacity a given request actually consumes, and exception
handling, which determines what happens to a request when some part of the system cannot serve it normally.

The two disciplines are more connected than they first appear. A cache that is not invalidated correctly becomes a
source of incorrect responses, which is a correctness failure wearing a performance costume. A circuit breaker that
opens because a cache-warming job is slow, rather than because the underlying dependency is actually unhealthy,
converts a performance problem into an availability incident. Treating the two topics together, as this reference does,
reflects how they actually interact in a running system.

How this reference is organized

Sections 2 through 11 cover caching, moving from first principles of latency and throughput through the layers of a
typical caching stack, namely HTTP semantics, CDN, API gateway, application, and distributed cache, before
addressing invalidation, stampede mitigation, and measurement. Sections 12 through 18 cover exception handling,
moving from error response contracts through timeouts, retries, circuit breakers, bulkheads, graceful degradation, and
the logging discipline needed to observe failures in production, and close with a note on load testing methodology.
Section 19 presents a worked reference architecture that combines both disciplines, Section 20 surveys anti-patterns,
and Section 21 concludes.

II. PERFORMANCE FUNDAMENTALS: LATENCY, THROUGHPUT, AND LITTLE'S LAW
Latency and throughput are related but distinct, and conflating them leads to caching and resilience decisions that solve

the wrong problem. Latency is the time a single request takes from the client's point of view. Throughput is the number
of requests a system completes per unit of time. A system can have excellent median latency and still fail under load if
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its throughput ceiling is below the offered request rate, because requests queue and every queued request's latency
degrades together.

Little's Law, formalized by Little (1961) for general queuing systems, gives a compact relationship between the two:
the average number of requests in a system equals the average arrival rate multiplied by the average time each request
spends in the system. Applied to an API, this means that reducing the average time a request spends being processed,
which is exactly what an effective cache does for the requests it serves, directly increases the arrival rate the system can
sustain before requests begin to queue. Caching is therefore not only a latency optimization for the requests it serves
directly, it is a throughput optimization for the whole system, because it removes those requests from the queue
entirely.

Table.1. Core performance metrics and their relevance to caching and resilience design.

Latency (p50) Median response time Typical user experience; often already acceptable

Latency (p99) 99th percentile response time Tail experience; most sensitive to cache misses and retries

Throughput Completed requests per second  Determines capacity headroom before queuing begins

Concurrency Requests in flight at one time Relates latency and throughput via Little's Law

Error rate Share of requests failing Rises sharply once queuing begins under sustained
overload

Illustrative throughput as load increases

=& Without caching layer —
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Figure.1. Illustrative throughput as concurrent load increases, with and without a caching layer.

The curve without caching in Figure 1 flattens and then declines as concurrency rises past the point where the database
becomes the bottleneck, a pattern consistent with queuing theory: once the arrival rate approaches the system's service
rate, queuing delay grows without bound and completed throughput stops increasing. The curve with caching sustains a
substantially higher throughput ceiling because the majority of requests never reach the bottleneck resource at all.

III. A TAXONOMY OF CACHING LAYERS IN A MICROSERVICES STACK
A production REST API rarely has a single cache; it has a stack of caches, each with a different scope, trust boundary,

and invalidation cost. Reasoning about the stack as a whole, rather than tuning one layer in isolation, is what keeps the
layers complementary rather than redundant.
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Figure.2. A representative multi-tier caching stack, from client to database

Each tier in Figure 2 serves a request from its own store when it can and forwards a miss further down the stack. The
tiers differ along three dimensions that matter for design: how many clients share an entry, how stale an entry is
allowed to be, and how expensive an incorrect hit is. A CDN edge cache entry is shared by every client in a geographic
region and is appropriate for content that is identical for all users, such as a public product catalog response. An
application-level cache entry is often shared only within one service instance or one Redis cluster and is appropriate for

data that varies by tenant or by user but is still read far more often than it is written.

Illustrative share of requests resolved at each tier before reaching the database

CDN edge
46%

App cache

24%

Database
9%

Figure.3. Illustrative share of requests resolved at each tier before reaching the database.

Table.2. Comparison of caching tiers by scope, typical time-to-live, and invalidation cost.

CDN edge
API gateway
Application

process)
Distributed (Redis)

(in-
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Global or regional, shared Minutes to hours
across all clients
Per-route,  shared

clients of that route

across Seconds to minutes

Single service instance Seconds

Shared across all instances of Seconds to minutes
a service
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As a rule of thumb, tiers closer to the client should hold data that changes less often and is safe to share broadly, while
tiers closer to the database may hold more specific, faster-changing data because their invalidation cost is lower.
Sections 5 through 9 examine each tier in turn.

IV. HTTP CACHING SEMANTICS: CACHE-CONTROL, ETAGS, AND CONDITIONAL REQUESTS

Before an API team builds a custom caching layer, it is worth exhausting what HTTP itself already provides, since
every intermediary between client and server, including browsers, proxies, and CDNs, already knows how to interpret
these headers. RFC 7234 (Fielding and Reschke, 2014) defines the Cache-Control header family that governs whether
and for how long a response may be reused. A typical cacheable response includes a header such as Cache-Control:
max-age=60, public, which tells any cache, private or shared, that the response may be reused for up to sixty seconds
without contacting the origin again.

Table.3. Selected Cache-Control directives defined in RFC 7234 (Fielding and Reschke, 2014).

max-age=N Response may be served from cache for N seconds without revalidation
no-cache Cache must revalidate with the origin before reusing the response
no-store Response must not be stored by any cache

private Response is specific to one user and must not be stored by a shared cache
public Response may be stored by any cache, including shared intermediaries

stale-while-revalidate=N A stale response may be served for N seconds while a fresh copy is fetched

Conditional requests, defined in RFC 7232, let a client ask the origin to confirm that a cached copy is still valid without
re-transferring the full response body. A response carrying an ETag header, an opaque identifier for a specific
representation of a resource, allows a subsequent request to include an If-None-Match header with that identifier. If the
resource has not changed, the origin returns a 304 Not Modified status with no body, and the client continues using its
cached copy. A conditional request and response pair looks like: request header If-None-Match: "alb2c3", origin
response 304 Not Modified when the resource is unchanged, or a full 200 OK with a new ETag when it has
changed.

PERFORMANCE TIP

ETags computed from a full response body require the origin to generate the body before it can decide whether to send
it, which limits the savings to network transfer. A weak ETag or a last-modified timestamp derived from metadata
alone, when the semantics allow it, lets the origin skip body generation entirely on a cache hit.

V. CDN AND EDGE CACHING FOR PUBLIC REST ENDPOINTS

Content delivery network caching terminates requests at a point-of-presence physically close to the client, which
reduces both the network latency of the request and the load reaching the origin. For a REST API, edge caching is most
directly applicable to endpoints whose response does not vary by authenticated user, such as public reference data,
catalog listings, or configuration endpoints. Endpoints that vary per user can still benefit from edge caching if the
variation is expressed cleanly through a cache key, for example by including a normalized set of query parameters or a
tenant identifier from the path rather than from an opaque authorization header.

Table.4. Design considerations for edge caching a public REST API

Cache key design  Include only the parameters that actually change the response; extra parameters fragment

the cache

Vary header Use sparingly; each additional Vary dimension multiplies the number of stored variants

Purge strategy Prefer tag-based or path-based purge over full cache flush to limit the blast radius of a bad
deploy

Negative caching  Cache 404 and other stable error responses briefly to shield the origin from repeated invalid
requests

Origin shielding Route edge misses through a single shielded origin path to avoid a thundering herd on
deploy
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Origin shielding deserves particular attention for APIs with many edge locations. Without it, a cold cache event, such
as a new deployment that changes an ETag or ties a purge to every entry, can cause every edge location to request the
same resource from the origin nearly simultaneously. Routing all edge misses through one shielded layer collapses that
fan-in into a bounded number of origin requests regardless of how many edge locations are involved, a specific case of
the cache stampede problem examined further in Section 10.

What edge caching does not solve

Edge caching has no visibility into a specific service's internal state, so it cannot help with per-request business logic,
and it adds an additional hop and an additional cache invalidation surface to reason about. Teams sometimes reach for a
CDN to solve a database load problem that is better solved closer to the data, at the application or distributed cache tier
described in Sections 7 and 9.

VI. API GATEWAY AND REVERSE PROXY CACHING
Between the CDN and the service sits, in most production topologies, an API gateway or reverse proxy that terminates
authentication, applies rate limiting, and routes requests to the correct backend service. This layer is a natural place for
a second, shorter-lived cache, because it already sees every request after authentication has resolved a specific user or

tenant identity, which makes per-user caching tractable in a way it is not at the CDN layer.

Table.5. Contrasting the CDN and API gateway caching tiers

Sees authenticated identity Rarely Always, after auth middleware

Typical TTL Minutes to hours Seconds to low minutes

Deployment surface Third-party or managed edge Operated by the platform team
network

Best suited to Public, identity-independent Per-user responses that are still
responses read-heavy

A gateway cache is also where request coalescing is often implemented: when several concurrent requests arrive for the
same cache key while a fetch for that key is already in flight, the gateway holds the later requests and serves them all
from the single fetch's result rather than issuing duplicate calls to the backend. This is one of the more effective
mitigations for the thundering herd problem introduced in Section 3 and covered in depth in Section 10.

DESIGN NOTE

A gateway cache keyed only on the request path will silently serve one tenant's data to another if the tenant identifier
lives in a header rather than the path. The cache key must include every dimension that legitimately changes the
response, and nothing else.

Because the gateway is a single deployable component shared by every route it fronts, a caching misconfiguration there
has a wider blast radius than a misconfiguration inside one service's own application cache. Gateway-level caching
rules are consequently reviewed with the same rigor as authorization rules in most production platforms.

VII. APPLICATION-LEVEL CACHING PATTERNS

Inside the service itself, three patterns account for most application-level caching in practice: cache-aside, write-
through, and write-behind. Cache-aside, sometimes called lazy loading, places the read-through and population logic in
the application rather than the cache, which keeps the cache itself a simple key-value store.
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Cache hit
1. GET key

2. return cached value

Cache miss
1. GET key

2. miss

3. query database

4. return row

5. SET key, value, ttl

The application, not the cache. owns the read-through logic and the TTL palicy.

Figure.4. The cache-aside pattern, showing the hit path and the miss-then-populate path

Write-through and write-behind differ in how a write is propagated to the database relative to the cache. Write-through
keeps the cache and the database consistent at the cost of write latency, since the write is not considered complete until
both stores acknowledge it. Write-behind acknowledges the write as soon as the cache accepts it and flushes to the
database asynchronously, which lowers write latency at the cost of a window during which a cache failure can lose data
that was never persisted.

Write-through Write-behind

—» —
Application Database Application Database
-

write completes only after async flush on a queue,
oth cache and database ack risk of loss on cache failure

Figure.5. Write-through and write-behind compared.

Cache-aside Application checks cache, Application writes Read-heavy data with
then database on miss database directly; cache tolerance for brief

updated or invalidated staleness
separately

Write-through Same as cache-aside Application writes cache Data needing strong read-
and database as one after-write  consistency
logical operation via the cache

Write-behind Same as cache-aside Application writes cache; Very high write volume
a background process where database write
flushes to database latency is the bottleneck

Table 6. Application-level caching patterns compared, following the taxonomy in Kleppmann (2017) and Fowler
(2002).

IJIRCCE©2022 | AnISO 9001:2008 Certified Journal | 8624


http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering

M ﬁﬁm | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 8.165|| A Monthly Peer Reviewed & Referred Journal |
%ﬂlls

|| Volume 10, Issue 11, November 2022 ||

| DOI: 10.15680/1JIRCCE.2022.1011056 |

Cache-aside remains the default choice for most REST API read paths because it keeps failure modes simple: if the
cache is entirely unavailable, the application falls back to the database with degraded latency rather than an outright
failure, a property that write-behind does not share, since a lost write-behind entry is lost data rather than merely a
slower read.

VIII. CACHE INVALIDATION STRATEGIES

Phil Karlton's frequently repeated observation that cache invalidation is one of the two hard problems in computer
science holds up well in practice: a cache that never returns stale data is easy to build by simply never caching
anything, and the entire difficulty lies in caching aggressively while still bounding staleness to an acceptable window.
Three strategies, usually combined, cover most production systems.

t+0s t+30s t+60s t+90s
TTL expiry | |

entry served until it naturally expires

7 occ cache key deleted l
immediately l

Explicit invalidation on write

‘| subscriber | I consistent
o | invalidates key | | reload

Event-driven invalidation

Strategies are typically combined: a short TTL as a safety net, explicit invalidation for local writes,
and event-driven invalidation for changes made by another service.

Figure.6. Three cache invalidation strategies, typically combined within one system.

Table.7. Cache invalidation strategies compared by staleness bound and failure mode

TTL expiry Up to the TTL duration None; entirely time-based TTL too long serves stale
data; too short raises load
Explicit invalidation on Effectively zero for local Write path must know A missed key leaves stale

write writes every affected cache key ~ data with no time bound
Event-driven invalidation = Propagation delay of the Publishers and A dropped or delayed
event bus subscribers must agree on event leaves stale data
event schema undetected

Event-driven invalidation is the strategy most specific to a microservices environment, since it is the mechanism by
which a cache in one service can be kept consistent with data owned by another service, without the two services
calling each other synchronously on every read. It requires that the owning service publish a domain event on every
state change that could affect a cached representation, and that every consuming service treat that event's schema as a
stable, versioned contract in the same way it would treat a REST response schema.
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PERFORMANCE TIP
A short TTL, on the order of seconds, layered underneath explicit or event-driven invalidation is cheap insurance: it
bounds the damage from a missed invalidation without requiring the aggressive TTL tuning that a TTL-only strategy
would need on its own.

IX. DISTRIBUTED CACHING WITH REDIS: TOPOLOGY AND FAILURE MODES

A distributed cache shared by every instance of a service, most commonly implemented with Redis in production
REST API stacks, solves a problem that an in-process cache cannot: consistency across horizontally scaled instances.
Without it, each instance's local cache can disagree with every other instance's, and a client whose requests are load
balanced across instances can observe different answers to the same query depending on which instance happened to
serve it.

Table.8. Common Redis deployment topologies and their tradeoffs

Single primary One writable node, optional read Simple; primary is a single point of
replicas failure without failover

Primary with automatic failover A sentinel or managed control Adds operational complexity to
plane promotes a replica on failure  gain availability

Clustered (sharded) Data partitioned by key hash across Scales capacity and throughput;
multiple primaries cross-key operations become harder

The failure mode that most often surprises teams new to distributed caching is not the cache going down entirely,
which is usually well tested, but a slow cache: elevated latency on cache reads, often caused by a large key being
scanned, an eviction storm under memory pressure, or a noisy neighbor on shared infrastructure. A slow cache can be
worse than an unavailable one, because a well-designed fallback detects unavailability quickly and routes around it,
while a slow-but-technically-responding cache keeps consuming request threads and connection pool slots waiting on a
reply that eventually arrives too late to be useful. This is precisely the scenario the timeout and circuit breaker patterns
in Sections 13 and 14 are designed to catch.

Eviction policy is a second common source of surprise. A cache configured with an all-keys least-recently-used
eviction policy will silently evict entries under memory pressure regardless of the TTL an application set, which means
an application cannot assume an entry survives until its TTL elapses. Application code that treats a cache miss as an
exceptional case, rather than as the routine outcome it is, tends to handle eviction-driven misses far more gracefully
than code written assuming the cache is durable.

X. CACHE STAMPEDE AND THUNDERING HERD MITIGATION
A cache stampede occurs when a popular cache entry expires and a large number of concurrent requests for that same
key all observe a miss at once, all fall through to the origin, and all attempt to repopulate the cache simultaneously. The
origin, which the cache was protecting, receives a burst of load proportional to the entry's popularity rather than to the

actual rate of distinct requests, and a single hot key can degrade an entire database under otherwise ordinary traffic.

Table.9. Cache stampede mitigation techniques and their tradeoffs

Request coalescing Only the first miss triggers a fetch; Requires a per-key lock or in-flight
concurrent requests wait on that result request registry

Probabilistic early expiration Recompute slightly before the TTL Adds a small amount of
elapses, with randomized jitter per key unnecessary recomputation

Stale-while-revalidate Serve the stale entry immediately while Clients may briefly see data that is
refreshing it in the background a few seconds old

Locking with a short-lived First requester holds a lock; others retry ~ Adds latency for waiters if the fetch

mutex briefly or serve stale data is slow
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Probabilistic early expiration, sometimes attributed to caching literature discussing the XFetch family of algorithms,
spreads recomputation over time by having each reader independently decide, with a probability that increases as the
entry approaches its nominal expiry, whether to treat the entry as already expired and trigger a refresh. Because the
decision is randomized per reader rather than tied to a single wall-clock expiry moment, the resulting refreshes are
spread out rather than synchronized, which is precisely what prevents the stampede.

PERFORMANCE TIP

Request coalescing and stale-while-revalidate are not mutually exclusive. Coalescing bounds the number of concurrent
origin fetches to one per key; stale-while-revalidate ensures that the requests coalesced behind that fetch do not have to
wait for it, provided a slightly stale answer is acceptable.

XI. MEASURING CACHE EFFECTIVENESS
A caching layer that is not measured tends to drift toward one of two failure states over the life of a system: it silently
stops helping as access patterns shift, or it silently starts serving data staler than anyone intended as invalidation logic

falls out of sync with new code paths. Three measurements, tracked continuously, catch most of this drift.

Illlustrative response latency, cache hit versus cache miss

[ Cache hit

210
I Cache miss
130
4 96
| 48
25 22
12
9
4
04
p50 po0 p9s p99

Figure.7. Illustrative response latency by percentile, cache hit versus cache miss.
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Figure.8. Illustrative response time distribution, showing the hit and miss populations separately rather than blended.
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Blending hit and miss latency into a single percentile figure, as in a single overall p99 metric, obscures exactly the
information an operator needs: whether a slow tail is caused by a shrinking hit ratio or by the miss path itself getting
slower. Reporting the two populations separately, as in Figure 8, makes those two failure modes distinguishable at a

glance.

100 4

90 -

80 o

70 A

cache hit ratio (%)

60 o

50 1

Illustrative application-cache hit ratio across a 24-hour window

10

15 20

hour of day

Figure.9. Illustrative application-cache hit ratio across a 24-hour window.

Table.10. Cache health signals and how to distinguish healthy drift from a genuine regression.

Hit ratio
Miss-path p99 latency

Eviction rate

Stable or slowly
weeks

improving over Sudden drop, often following a
deploy that changed cache keys

Consistent with expected database Rising independently of hit ratio,

or backend latency
Near zero under
headroom

suggesting backend degradation

normal memory Sustained high rate, suggesting the
cache is undersized for its working
set

XII. EXCEPTION HANDLING FOUNDATIONS AND RFC 7807

Where caching determines how much capacity a request consumes, exception handling determines what a client sees
when a request cannot be completed as requested. An API that returns an inconsistent mix of plain text, HTML error
pages, and ad hoc JSON shapes across its endpoints forces every client to write bespoke error handling per endpoint,
which is brittle and rarely maintained. RFC 7807 (Nottingham and Wilde, 2016) standardizes a single JSON shape, the
problem detail, that every error response can share regardless of which layer produced it.

Table.11. Standard fields of an RFC 7807 problem detail object.

type

title
status

detail

instance

IJIRCCE©2022

A URI identifying the specific error condition, stable
across occurrences

A short, human-readable summary of the error type
The HTTP status code, repeated for convenience in the
body

A human-readable explanation specific to this
occurrence

A URI identifying this specific occurrence of the error,
useful for support correlation
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’ TimeoutException ‘
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—
‘ mapped to an RFC 76807 ‘

problem+jsan response

Figure.10. A request lifecycle showing where a raw exception is progressively mapped into a stable error contract

The mapping shown in Figure 10 is the core discipline: a downstream timeout is a fact about the network and the
dependency, not a fact the client should need to understand. Each layer translates the exception it receives into the
vocabulary appropriate for the layer above, so that by the time a response reaches the client, it carries a stable,
documented error type regardless of which internal failure produced it.

DESIGN NOTE

A problem detail's type field should be a stable identifier a client can branch on programmatically. The detail field, in
contrast, is for humans and should never be pattern-matched by client code, since its wording is free to change between
releases.

XIII. TIMEOUTS, RETRIES, AND EXPONENTIAL BACKOFF WITH JITTER

Every call to a downstream dependency needs an explicit timeout, because the alternative, an unbounded wait, converts
a slow dependency into an outage for the calling service as its own request threads or connections accumulate waiting
on replies that may never arrive. Nygard (2018) frames the timeout as the most basic of the stability patterns precisely
because so many of the more sophisticated patterns, including the circuit breaker covered in Section 14, depend on a
timeout already being in place to produce the failure signal they react to.

A timed-out or failed call is not necessarily a call that should be abandoned; many failures, particularly transient
network issues or a brief spike in downstream load, resolve within a very short window. Retrying such a call can
recover a result the caller would otherwise have surfaced as an error. Retrying carelessly, however, can make the
underlying problem worse: a fixed, short retry interval applied by every caller at once, especially after a shared
dependency has recovered from a brief outage, produces a new synchronized burst of load that looks very much like the
cache stampede problem described in Section 10.
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Figure.11. Exponential backoff with jitter, spreading retry attempts across a widening, randomized window.

Retry after the same delay every Synchronized retries from many

Fixed interval

time callers overload a recovering
dependency
Exponential backoff Delay doubles (or similar) with Still synchronized across callers
each attempt that started retrying at the same
moment
Exponential backoff with jitter Delay is randomized within a Spreads retries in time; the
widening window recommended default for most call
sites

Table.12. Retry policies compared, following the guidance in Nygard (2018).

A maximum retry count and a maximum total elapsed time are both necessary bounds. Without them, a request that
will never succeed, such as one rejected for a permanent validation reason, can be retried indefinitely by a caller that
does not distinguish retryable failures, like a timeout, from non-retryable ones, like a client error, an important
distinction covered further in Section 16.

XIV. THE CIRCUIT BREAKER PATTERN

Retries help a caller survive a brief, isolated failure, but they do nothing to protect a struggling downstream dependency
from a caller that keeps retrying against a dependency that is failing persistently rather than transiently. The circuit
breaker pattern, described by Fowler (2014) and treated at length by Nygard (2018), addresses this by tracking the
failure rate of calls to a dependency and, once that rate crosses a threshold, failing calls immediately without attempting
the network call at all, for a cooldown period, before cautiously testing whether the dependency has recovered.

IJIRCCE©2022

Closed

requests flow normally

elapses
Open Half-Open

requests fail fast trial requests allowed

lllustrative thresholds tracked per downstream dependency:

Failure rate window: 30 requests

’ ’ Open threshold: 50% failures ’

Reset timeout: 15 seconds

’ ‘ Half-open trial size: 3 requests ’

Figure.12. The circuit breaker state machine: Closed, Open, and Half-Open.
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Table.13. Circuit breaker states and their transitions

Closed Calls proceed normally; failures are  Failure rate exceeds threshold,
counted in a rolling window moves to Open

Open Calls fail immediately with no Reset timeout elapses, moves to
network attempt Half-Open

Half-Open A limited number of trial calls are Trial succeeds, returns to Closed;
allowed through trial fails, returns to Open

A breaker's value is best understood from the caller's own resource budget, not only from the dependency's perspective.
Failing fast while a breaker is open frees the calling service's own threads and connections immediately rather than
holding them for the duration of a timeout on every attempt, which is often what keeps a struggling upstream
dependency from also dragging its callers into failure.

lllustrative error rate before and after circuit breaker rollout

6 - 5.8%

4.1%

1.6%

downstream error rate (%)

1.1%
0.9%

Wk 3 Wk 4 Wk 5 Wk 6
(rollout)

Figure.13. Illustrative downstream error rate before and after a circuit breaker rollout

The drop shown across the rollout weeks in Figure 13 reflects a common production pattern: the underlying
dependency's own reliability did not necessarily change, but the calling service stopped amplifying a partial outage into
a full one by continuing to hammer a dependency that had already signaled it needed relief.

XV. BULKHEAD ISOLATION AND RESOURCE PARTITIONING

A circuit breaker protects a struggling dependency from its callers, but a single caller that talks to several dependencies
still needs protection from itself: specifically, from one slow dependency exhausting resources that unrelated calls to a
different, healthy dependency also need. The bulkhead pattern, named by analogy to the partitioned compartments of a
ship's hull, partitions a limited resource, most often a thread pool or a connection pool, per dependency, so that one
dependency's problems cannot starve calls to another.

IJIRCCE©2022 | AnISO 9001:2008 Certified Journal | 8631


http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering

M /ﬁfm | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 8.165|| A Monthly Peer Reviewed & Referred Journal |
@Mls

|| Volume 10, Issue 11, November 2022 ||

| DOI: 10.15680/1JIRCCE.2022.1011056 |

Service process

Shared
overflow

Payment
service pool

Inventory Notification
service pool service pool

0 connections

o TRk ctions
12 connections 6 connections (exhausted)

8 connections

Each downstream dependency draws from its own bounded pool of threads or connections.
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Figure.14.Bulkhead isolation, with a bounded connection pool per downstream dependency

Without bulkheads, a service that calls three downstream dependencies from one shared thread pool can suffer full
unavailability, for calls to all three dependencies, because of a slowdown in only one. Every thread eventually ends up
blocked waiting on the slow dependency, leaving none available to serve calls to the other two, which remain perfectly
healthy. Partitioning the pool, as shown in Figure 14, bounds the damage to the calls that were actually affected.

Per-dependency thread pool Coarse; one pool per downstream Moderate; each pool needs its own
service sizing

Per-dependency connection pool Coarse to medium; often paired Low; most HTTP clients support
with a thread pool this natively

Semaphore-based limiting Fine-grained; caps concurrent calls Low; but does not isolate blocking
without a dedicated thread pool time as cleanly

Table.14. Bulkhead isolation mechanisms compared.

Sizing each partition is itself a tuning exercise: a pool sized too small throttles legitimate concurrent traffic to a healthy
dependency, while a pool sized too large simply moves the exhaustion point further out without removing it.
Combining bulkheads with the circuit breaker from Section 14 is standard practice, since the breaker shortens how long
a slow dependency can hold pool resources at all.

XVI. GRACEFUL DEGRADATION AND FALLBACK STRATEGIES

Not every failure needs to become a failed request. When a non-critical dependency, such as a recommendation service
enriching a product page, is unavailable, the calling service can often return a reduced but still useful response rather
than an error, a strategy generally called graceful degradation. Deciding which failures merit a fallback and which
should propagate as an honest error is a product decision as much as a technical one, and it should be made deliberately
per call site rather than defaulted in either direction.
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Table.15.Failure types and their typical handling, distinguishing retryable from non-retryable cases

Network timeout to a non-critical Sometimes Fallback to a default or cached
dependency value; log but do not alert loudly
Network timeout to a critical Yes, bounded Retry with backoff; if exhausted,
dependency propagate a 503-class error

Client validation error (4xx) No Return immediately with a problem

detail; retrying cannot succeed

Downstream 5xx after retries No further retries Propagate a mapped error or
exhausted fallback, depending on criticality

The distinction between retryable and non-retryable failures, introduced in Section 13, is what prevents a well-
intentioned retry policy from making things worse. A validation error will fail on retry exactly as it failed the first time,
so retrying it only adds load and latency without any chance of a different outcome. Distinguishing the two categories,
typically by HTTP status code family or by a specific exception type, is a small amount of code that materially changes
a system's behavior under stress.

PERFORMANCE TIP
A fallback value should be at least as fast to produce as the primary path was expected to be. A fallback that itself
makes a network call to a second dependency simply relocates the failure mode rather than removing it.

XVII. STRUCTURED LOGGING, CORRELATION IDENTIFIERS, AND ERROR OBSERVABILITY

Every pattern covered in Sections 12 through 16 depends on an operator being able to see what actually happened to a
specific failed request across every service it touched. A correlation identifier, generated at the edge and propagated
through every internal call and every log line, is the mechanism that makes this possible, and it is closely related to the
distributed tracing concept introduced by Sigelman et al. (2010) for large-scale systems.

A correlation identifier is typically carried on an inbound header such as X-Correlation-Id or a tracing-specific header,
and every structured log line and every RFC 7807 problem detail's instance field should include it, so that a single

identifier from a client-visible error message can be searched across every service's logs.

Table.16. Structured log fields that make failures traceable across a microservices call graph.

Correlati.on_id Ties every log line across every service to one
originating request

error.type Machine-readable error category, ideally matching the
RFC 7807 type URI

dependency The specific downstream call implicated, if any

circuit_state The circuit breaker state at the time of the call, if
applicable

retry attempt Which retry attempt this log line corresponds to, if any

The Google Site Reliability Engineering guidance in Beyer et al. (2016) frames observability as a precondition for
meeting a service level objective rather than a separate concern from reliability engineering, and the caching and
exception handling patterns in this reference are only as effective in practice as the observability that lets a team notice,
within minutes rather than days, when one of them starts behaving unexpectedly.

Log volume from the fields in Table 16 can itself become a cost and performance concern at high request rates, which
is why most production platforms sample verbose per-request logging while retaining full detail for any request that
produced an error or triggered a retry, a circuit breaker transition, or a fallback. Sampling successful, uneventful
requests aggressively while never sampling away the exact requests this reference's patterns exist to handle keeps log
volume bounded without losing the signal that matters most during an incident.

IJIRCCE©2022 | AnISO 9001:2008 Certified Journal | 8633


http://www.ijircce.com/

International Journal of Innovative Research in Computer and Communication Engineering

1JIRCCE

| e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | [Impact Factor: 8.165|| A Monthly Peer Reviewed & Referred Journal |

|| Volume 10, Issue 11, November 2022 ||

| DOI: 10.15680/IJIRCCE.2022.1011056 |
XVIII. LOAD TESTING AND BENCHMARKING METHODOLOGY
Every pattern in this reference makes a claim about behavior under load or under failure, and neither claim can be

verified by reading code. Load testing exercises the throughput and latency claims from Section 2; fault injection,
deliberately introducing timeouts and errors into a downstream dependency in a controlled environment, exercises the

resilience claims from Sections 12 through 16.

Table.17. Load and resilience testing types and the questions each is designed to answer.

Steady-state load test

Spike test

Soak test

Fault injection

What is the maximum sustainable
throughput at an  acceptable
latency?

How does the system behave under
a sudden, short burst of load?

Does performance degrade over a
long duration, e.g. from a memory
leak?

Do timeouts, retries, and circuit
breakers behave as designed?

HTTP load generators driving fixed
or ramping concurrency

Load generators with a step or
spike traffic profile
Sustained  load

monitored for drift

over hours,

Chaos or fault-injection tooling
against a staging dependency

A test that only measures the happy path with a warm cache systematically overstates real-world capacity, since a cold
cache, a partial outage, or a traffic spike after a deployment are exactly the conditions under which the patterns in this
reference matter most. Including a cold-cache scenario and at least one fault-injection scenario in a load testing plan is
what turns the plan from a capacity estimate into a genuine resilience verification.

XIX. A WORKED REFERENCE ARCHITECTURE
Bringing the caching and exception handling material together, a representative production request path for a read-
heavy REST endpoint combines the tiers from Section 3 with the resilience patterns from Sections 13 through 16 at

each hop that leaves the trust boundary of a single process.

Table.18. Caching and resilience patterns applied at each hop of a representative request path.

Client to CDN Edge cache with tag-based purge Client-side timeout and limited
retry
CDN to API gateway Origin shielding on cache miss Gateway-level timeout per route

Gateway to service Short-TTL gateway cache with
request coalescing

Cache-aside with jittered TTL

Bulkhead per backend route

Timeout with fast fallback to
database on cache unavailability
Circuit breaker plus bounded retry
with backoff and jitter

RFC 7807 problem detail on any
unhandled failure

Service to Redis

Service to downstream dependency  Not applicable; write path

Service to client Cache-Control and ETag headers
set on the response

No single hop in this table is exotic; the architecture's resilience comes from applying the appropriate pattern
consistently at every hop rather than concentrating effort on one layer while leaving another unprotected. A circuit
breaker in front of the database but not in front of a third-party payment dependency, for example, leaves the system
exactly as exposed to a slow payment provider as it would have been with no circuit breaker at all.

DESIGN NOTE
Treat this table as a checklist during design review for any new downstream integration: name the caching tier, if any,
and name the timeout, retry, and isolation strategy, before the integration ships.
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XX. COMMON ANTI-PATTERNS AND LESSONS FROM PRODUCTION

A recurring set of mistakes accounts for most of the caching and resilience incidents observed across teams adopting
these patterns for the first time.

Table.19.Recurring anti-patterns in caching and exception handling, and their remedies

Caching without a TTL ceiling Entries persist indefinitely; Always set a maximum TTL, even
staleness has no bound alongside explicit invalidation

No timeout on a downstream call One slow dependency exhausts Apply an explicit timeout to every
caller resources network call, no exceptions

Retrying non-retryable errors Retries amplify load without any Classify errors as retryable or not
chance of success before applying a retry policy

Shared  thread pool across One slow dependency degrades Apply bulkhead isolation per

dependencies unrelated calls dependency

Circuit breaker with no fallback Open circuit still produces a hard Pair every breaker with a fallback
failure for the caller or a clearly propagated error

Cache key missing a tenancy One tenant's cached response Include every identity or tenancy

dimension served to another dimension in the cache key

The cache key anti-pattern deserves particular emphasis because it is a correctness defect wearing a performance
mechanism's clothing: it is discovered in code review far less often than a missing timeout, because a cache key that
omits a tenancy dimension still returns a syntactically valid, well-formed response, just the wrong one, for a fraction of
requests that is easy to miss in a small test environment and painfully visible in production.

A second recurring lesson is organizational rather than technical: caching and resilience configuration, such as TTLs,
retry counts, and circuit breaker thresholds, tend to be set once at implementation time and rarely revisited as traffic
patterns evolve. Treating these values as living configuration, reviewed on the same cadence as capacity planning,
catches the drift described in Section 11 before it becomes an incident.

XXI. CONCLUSION

Caching and exception handling are frequently taught as separate topics, one under the heading of performance and the
other under the heading of reliability, but a production REST API experiences them as a single, continuous surface. A
cache miss is a request that must be handled by exactly the timeout, retry, and circuit breaker logic covered in this
reference's second half, and a circuit that opens changes the effective load a cache must absorb while the dependency it
protects recovers. Designing the two disciplines together, hop by hop, as in the reference architecture in Section 19, is
what keeps an API fast when things are going well and merely degraded, rather than unavailable, when they are not.

None of the individual patterns surveyed here are new; cache-aside, the circuit breaker, and the bulkhead all predate
this reference by years, and RFC 7807 has been a stable standard since 2016. Their value to a specific platform comes
from applying them consistently across every service and every downstream integration, measuring the results as
described in Section 11, and revisiting the configuration as traffic patterns change, rather than from any single clever
implementation detail.

For a team adopting this material for the first time, a reasonable starting sequence is to instrument hit ratio and miss-
path latency as described in Section 11 before changing anything, add explicit timeouts to every downstream call as
described in Section 13, and only then layer in circuit breakers, bulkheads, and more ambitious cache invalidation
strategies. Measuring first keeps each subsequent change honest about whether it actually improved the system it was
meant to protect.
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